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 UNIT 1 

 

Internet Intranet 

Internet is used to connect different networks of computers 
simultaneously. 

Intranet is owned by private firms. 

On the internet, there are mulƟple users. On an intranet, there are limited users. 

Internet is unsafe. Intranet is safe. 

On the internet, there is more number of visitors. In the intranet, there is less number of visitors. 

Internet is a public network. Intranet is a private network. 

Anyone can access the Internet. In this, anyone can't access the Intranet. 

The Internet provides unlimited informaƟon. Intranet provides limited informaƟon. 

Using Social media on your phone or researching resources via 
Google. 

A company used to communicate internally with its employees and 
share informaƟon 

The Internet is a global network that connects millions of devices 
and computers worldwide. 

An intranet is a private network that connects devices and computers 
within an organizaƟon. 

It is open to everyone and allows access to public informaƟon, 
such as websites and online services. 

An intranet is only accessible to authorized users within the 
organizaƟon. 

It is used for communicaƟon, sharing of informaƟon, e-
commerce, educaƟon, entertainment, and other purposes. 

An intranet is primarily used for internal communicaƟon, 
collaboraƟon, and informaƟon sharing within an organizaƟon. 
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Internet Intranet 

Users can access the Internet from any locaƟon with an Internet 
connecƟon and a compaƟble device. 

Access to an intranet is restricted to authorized users within the 
organizaƟon and is typically limited to specific devices and locaƟons. 

Security measures, such as firewalls, encrypƟon, and secure 
sockets layer (SSL) protocols, are used to protect against threats 
like hacking, viruses, and malware. 

Intranets employ similar security measures to protect against 
unauthorized access and ensure the privacy and integrity of shared 
data. 

The Internet is a public network that is not owned by any 
parƟcular organizaƟon or group. 

Intranets are private networks that are owned and managed by the 
organizaƟon that uses them. 

Examples of Internet-based services include email, social media, 
search engines, and online shopping sites. 

Examples of intranet-based services include internal 
communicaƟons, knowledge management systems, and collaboraƟon 
tools 
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Feature IPv4 IPv6 

Address Length 32-bit address 128-bit address 

Address Format Decimal format (e.g., 192.168.0.1) Hexadecimal format (e.g., 2001:0db8::1) 

ConfiguraƟon Manual and DHCP configuraƟon Auto-configuraƟon and renumbering supported 

ConnecƟon Integrity End-to-end integrity is unachievable End-to-end integrity is achievable 

Security 
No built-in security; external tools like IPSec needed IPSec is built-in for encrypƟon and authenƟcaƟon 

FragmentaƟon Performed by sender and routers Performed only by the sender 
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Feature IPv4 IPv6 

Flow IdenƟficaƟon 
Not available 

Uses Flow Label field in header for packet flow 
idenƟficaƟon 

Checksum Field Present Not present 

Transmission 
Scheme Supports broadcast Uses mulƟcast and anycast; no broadcast 

Header Size Variable: 20–60 bytes Fixed: 40 bytes 

Conversion Can be converted to IPv6 Not all IPv6 addresses can be converted to IPv4 

Field Structure 4 fields separated by dots (.) 8 fields separated by colons (:) 

Address Classes 
Has address classes (A, B, C, D, E) No concept of address classes 

VLSM Support 
Supports Variable Length Subnet Mask (VLSM) Does not support VLSM 

Example 66.94.29.13 2001:0000:3238:DFE1:0063:0000:0000:FEFB 
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ARP RARP 

A protocol used to map an IP address to a 
physical address 

A protocol used to map a physical address to an IP address 

To obtain the MAC address of a network device 
when only its IP address is known 

To obtain the IP address of a network device when only its MAC 
address is known 

IP addresses MAC addresses 

ARP stands for Address ResoluƟon Protocol. Whereas RARP stands for Reverse Address ResoluƟon Protocol. 

In ARP, broadcast MAC address is used. While in RARP, broadcast IP address is used. 

In ARP, ARP table is managed or maintained 
by local host. 

While in RARP, RARP table is managed or maintained by RARP server. 

In Address ResoluƟon Protocol, Receiver's MAC 
address is fetched. 

While in RARP, IP address is fetched. 

ARP is used in sender's side to map the receiver's 
MAC address. RARP is used in receiver's side to map the sender's IP. 
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Subneƫng Superneƫng 

Subneƫng is the procedure to divide the network 
into sub-networks. 

While superneƫng is the procedure of combining small 
networks. 

In subneƫng, Network addresses' bits are 
increased. While in superneƫng, Host addresses' bits are increased. 

In subneƫng, The mask bits are moved towards the 
right. 

While In superneƫng, The mask bits are moved towards the 
leŌ. 

Subneƫng is implemented via Variable-length 
subnet masking. 

While superneƫng is implemented via Classless interdomain 
rouƟng. 

In subneƫng, Address depleƟon is reduced or 
removed. 

While It is used for simplifying the rouƟng process. 

 
UNIT 2 

 

Intradomain 
RouƟng Interdomain RouƟng 

1. 
RouƟng algorithm works only within 
domains. RouƟng algorithm works within and between domains. 

2. 
It need to know only about other routers 
within their domain. 

It need to know only about other routers within and 
between their domain. 

3. 
Protocols used in intradomain rouƟng are 
known as Interior-gateway protocols. 

Protocols used in interdomain rouƟng are known 
as Exterior-gateway protocols. 

4. 
In this RouƟng, rouƟng takes place within 
an autonomous network. 

In this RouƟng, rouƟng takes place between the 
autonomous networks. 
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5. 

Intradomain rouƟng protocols ignores the 
internet outside the AS(autonomous 
system). 

Interdomain rouƟng protocol assumes that the internet 
contains the collecƟon of interconnected AS(autonomous 
systems). 

6. 

Some Popular Protocols of this rouƟng are 
RIP(rouƟng informaƟon protocol) and 
OSPF(open shortest path first). 

Popular Protocols of this rouƟng is BGP(Border Gateway 
Protocol) used to connect two or more AS(autonomous 
system). 

 

 

 

RIPv1 RIPv2 

1. RIPv1 is a Distance-Vector RouƟng protocol. RIPv2 is also Distance-Vector RouƟng Protocol. 

2. The standard used RFC 1058. The standard used RFC 1721,1722 and 2453. 

3. It can supports class full network only. It can support class full and classless networks. 

4. It does not support for authenƟcaƟons. It support for authenƟcaƟons. 

5. It hop count limit is 15. It hop count limit is 15. 

6. 
It does not support for VLSM and disconƟnuous 
networks. 

It supports for VLSM and disconƟnuous networks. 

7. It is less secure. It is more secure. 

8. RIPv1 uses Broadcast traffic for updates. RIPv2 uses MulƟcast traffic for updates. 

9. The rouƟng update address used for Broadcast is 
255.255.255.255. 

The rouƟng update address used for MulƟcast is 
224.0.0.9. 
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RIPv1 RIPv2 

10. RIPV1 does not provide trigger updates. RIPv2 provides trigger updates. 

11. RIPV1 does not send a subnet mask to the rouƟng table. RIPv2 sends subnet mask to the rouƟng table. 

12. RIPv1 doesn’t support manual route summarizaƟon. RIPv2 supports manual route summarizaƟon. 

13. 
RIPv1 does not support Classless Inter-Domain RouƟng 
(CIDR).  

RIPv1 supports Classless Inter-Domain RouƟng 
(CIDR).  
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RIP OSPF 

RIP Stands for RouƟng InformaƟon Protocol. OSPF stands for Open Shortest Path First. 

RIP works on the Bellman-Ford algorithm. OSPF works on Dijkstra algorithm. 

It is a Distance Vector protocol and it uses the distance 
or hops count to determine the transmission path. 

It is a link-state protocol and it analyzes different sources 
like the speed, cost and path congesƟon while idenƟfying 
the shortest path. 

It is used for smaller size organizaƟons. It is used for larger size organizaƟons in the network. 

It allows a maximum of 15 hops. There is no such restricƟon on the hop count. 

It is not a more intelligent dynamic rouƟng protocol. It is a more intelligent rouƟng protocol than RIP. 

The networks are classified as areas and tables here. 
The networks are classified as areas, sub-areas, 
autonomous systems, and backbone areas here. 

Its administraƟve distance is 120. Its administraƟve distance is 110. 
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RIP OSPF 

RIP uses UDP(User Datagram Protocol) Protocol. OSPF works for IP(Internet Protocol) Protocol. 

It calculates the metric in terms of Hop Count. It calculates the metric in terms of bandwidth. 

In RIP, the whole rouƟng table is to be broadcasted to 
the neighbors every 30 seconds by the routers. 

In OSPF, parts of the rouƟng table are only sent when a 
change has been made to it. 

RIP uƟlizes less memory compared to OSPF but is CPU 
intensive like OSPF. 

OSPF device resource requirements are CPU intensive and 
memory. 

It consumes more bandwidth because of greater 
network resource requirements in sending the whole 
rouƟng table. 

It consumes less bandwidth as only part of the rouƟng table 
is to send. 

Its mulƟcast address is 224.0.0.9. OSPF's mulƟcast addresses are 224.0.0.5 and 224.0.0.6.  

 

 

 

Distance Vector RouƟng Link State RouƟng 

Bandwidth required is less due to local sharing, small 
packets and no flooding. 

Bandwidth required is more due to flooding and sending 
of large link state packets. 

Based on local knowledge, since it updates table based on 
informaƟon from neighbours. 

Based on global knowledge, it have knowledge about 
enƟre network. 
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Distance Vector RouƟng Link State RouƟng 

Make use of Bellman Ford Algorithm. Make use of Dijakstra's algorithm. 

Traffic is less. Traffic is more. 

Converges slowly i.e, good news spread fast and bad news 
spread slowly. Converges faster. 

Count of infinity problem. No count of infinity problem. 

Persistent looping problem i.e, loop will be there forever. No persistent loops, only transient loops. 

PracƟcal implementaƟon is RIP and IGRP. PracƟcal implementaƟon is OSPF and ISIS. 
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StaƟc RouƟng Dynamic RouƟng 

In staƟc rouƟng routes are user-defined. 
In dynamic rouƟng, routes are updated according to the 
topology. 

StaƟc rouƟng does not use complex rouƟng algorithms. Dynamic rouƟng uses complex rouƟng algorithms. 

StaƟc rouƟng provides high or more security. Dynamic rouƟng provides less security. 

StaƟc rouƟng is manual. Dynamic rouƟng is automated. 

StaƟc rouƟng is implemented in small networks. Dynamic rouƟng is implemented in large networks. 

In staƟc rouƟng, addiƟonal resources are not required. In dynamic rouƟng, addiƟonal resources are required. 

In staƟc rouƟng, failure of the link disrupts the 
rerouƟng. 

In dynamic rouƟng, failure of the link does not interrupt 
the rerouƟng. 

Less Bandwidth is required in StaƟc RouƟng. More Bandwidth is required in Dynamic RouƟng. 

StaƟc RouƟng is difficult to configure. Dynamic RouƟng is easy to configure. 

Another name for staƟc rouƟng is non-adapƟve 
rouƟng. 

Another name for dynamic rouƟng is adapƟve rouƟng. 
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UNIT 3 
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ConnecƟon-oriented Service ConnecƟon-less Service 

ConnecƟon-oriented service is related to the telephone 
system. 

ConnecƟon-less service is related to the postal system. 

ConnecƟon-oriented service is preferred by long and 
steady communicaƟon. 

ConnecƟon-less Service is preferred by bursty 
communicaƟon. 

ConnecƟon-oriented Service is necessary. ConnecƟon-less Service is not compulsory. 

ConnecƟon-oriented Service is feasible. ConnecƟon-less Service is not feasible. 

In connecƟon-oriented Service, CongesƟon is not 
possible. 

In connecƟon-less Service, CongesƟon is possible. 

ConnecƟon-oriented Service gives the guarantee of 
reliability. 

ConnecƟon-less Service does not give a guarantee of 
reliability. 

Includes error detecƟon, correcƟon, and retransmission. No error handling; errors are not corrected. 

In connecƟon-oriented Service, Packets follow the same 
route. 

In connecƟon-less Service, Packets do not follow the same 
route. 

Ensures data is delivered in the correct order. Data may arrive out of order or not at all. 

Less scalable due to the need for maintaining 
connecƟons. 

Highly scalable for large networks with many users. 

Higher overhead due to connecƟon setup and 
maintenance. 

Lower overhead as no connecƟon is required. 
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ConnecƟon-oriented Service ConnecƟon-less Service 

ConnecƟon-oriented services require a bandwidth of a 
high range. 

ConnecƟon-less Service requires a bandwidth of low range. 

Ex: TCP (Transmission Control Protocol) Ex: UDP (User Datagram Protocol) 

ConnecƟon-oriented requires authenƟcaƟon. ConnecƟon-less Service does not require authenƟcaƟon. 
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Basis Transmission Control Protocol (TCP) User Datagram Protocol (UDP) 

Type of Service 

TCP is a connecƟon-oriented protocol. 
ConnecƟon orientaƟon means that the 
communicaƟng devices should establish a 
connecƟon before transmiƫng data and 
should close the connecƟon aŌer 
transmiƫng the data. 

UDP is the Datagram-oriented protocol. This is 
because there is no overhead for opening a 
connecƟon, maintaining a connecƟon, or 
terminaƟng a connecƟon. UDP is efficient for 
broadcast and mulƟcast types of network 
transmission. 

Reliability 
TCP is reliable as it guarantees the delivery of 
data to the desƟnaƟon router. 

The delivery of data to the desƟnaƟon cannot be 
guaranteed in UDP. 

Error checking 
mechanism 

TCP provides extensive error-
checking mechanisms. It is because it 
provides flow control and acknowledgment 
of data. 

UDP has only the basic error-checking 
mechanism using checksums. 

Acknowledgment An acknowledgment segment is present. No acknowledgment segment. 

Sequence 

Sequencing of data is a feature of 
Transmission Control Protocol (TCP). this 
means that packets arrive in order at the 
receiver. 

There is no sequencing of data in UDP. If the 
order is required, it has to be managed by the 
applicaƟon layer. 

Speed TCP is comparaƟvely slower than UDP. UDP is faster, simpler, and more efficient than 
TCP. 
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Basis Transmission Control Protocol (TCP) User Datagram Protocol (UDP) 

Retransmission 
Retransmission of lost packets is possible in 
TCP, but not in UDP. 

There is no retransmission of lost packets in the 
User Datagram Protocol (UDP). 

Header Length 
TCP has a (20-60) bytes variable length 
header. UDP has an 8 bytes fixed-length header. 

Weight TCP is heavy-weight. UDP is lightweight. 

Handshaking 
Techniques Uses handshakes such as SYN, ACK, SYN-ACK It's a connecƟonless protocol i.e. No handshake 

BroadcasƟng TCP doesn't support BroadcasƟng. UDP supports BroadcasƟng. 

Protocols 
TCP is used by HTTP, 
HTTPs , FTP , SMTP and Telnet . 

UDP is used by DNS , DHCP , TFTP, SNMP , RIP , 
and VoIP . 

Stream Type The TCP connecƟon is a byte stream. UDP connecƟon is a message stream. 

Overhead Low but higher than UDP. Very low. 

ApplicaƟons 

This protocol is primarily uƟlized in situaƟons 
when a safe and trustworthy communicaƟon 
procedure is necessary, such as in email, on 
the web surfing, and in military services. 

This protocol is used in situaƟons where quick 
communicaƟon is necessary but where 
dependability is not a concern, such as VoIP, 
game streaming, video, and music streaming, 
etc. 

 

Protocol 
TCP (Transmission Control 
Protocol) 

UDP (User Datagram 
Protocol) 

SCTP (Stream Control Transmission 
Protocol) 

Reliability 

Reliable data delivery with 
error detecƟon, 
retransmission, and 
acknowledgement 
mechanisms 

Unreliable data delivery 
without error recovery 
or acknowledgement 

Reliable data delivery with error detecƟon, 
retransmission, and acknowledgement 
mechanisms 

ConnecƟon 
Type 

ConnecƟon-oriented ConnecƟonless ConnecƟon-oriented 

Ordering 
Guarantees ordered 
delivery of data packets 

Does not guarantee the 
ordered delivery of data 
packets 

Guarantees ordered delivery of data 
packets 
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Protocol 
TCP (Transmission Control 
Protocol) 

UDP (User Datagram 
Protocol) 

SCTP (Stream Control Transmission 
Protocol) 

Speed 
Slower due to reliability 
mechanisms 

Faster due to minimal 
overhead 

Comparable to TCP, slower than UDP due to 
addiƟonal funcƟonality 

Overhead 
Higher overhead due to 
addiƟonal headers and 
control mechanisms 

Lower overhead due to 
minimal headers and 
control mechanisms 

Moderate overhead due to addiƟonal 
headers and control mechanisms 

ApplicaƟons 
Web browsing, email 
transfer, file transfer (FTP) 

Real-Ɵme 
communicaƟon, video 
streaming, online 
gaming, DNS 

TelecommunicaƟons, voice and video over 
IP, signalling transport 

CongesƟon 
Control 

Implements congesƟon 
control mechanisms to 
opƟmize network 
performance 

No congesƟon control 
mechanisms 

Implements congesƟon control mechanisms 
to opƟmize network performance 

Error 
Recovery 

Detects and retransmits 
lost or corrupted packets 

No error recovery 
mechanisms 

Detects and retransmits lost or corrupted 
packets 

Message-
Oriented 
Delivery 

No No Yes, supports message-oriented delivery 

MulƟ-
streaming 

No No 
Yes, supports the simultaneous 
transmission of mulƟple streams 

MulƟ-homing No No Yes, supports mulƟple IP addresses for fault 
tolerance and resilience 

 
UNIT 4 
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SMTP POP3 

SMTP stands for Simple Mail Transfer Protocol. POP3 stands for Post Office Protocol version 3. 

It is used for sending messages. It is used for accessing messages. 

The port number of SMTP is 25, 465, and 587 for 
secured connecƟon (TLS connecƟon). 

The port number of POP3 is 110 or port 995 for SSL/TLS connecƟon. 

It is an MTA (Message Transfer Agent) for sending 
the message to the receiver. 

It is MAA (Message Access Agent) for accessing the messages from 
mailbox. 

It has two MTAs one is client MTA (Message 
Transfer Agent) and second one is server MTA 
(Message Transfer Agent). 

It has also two MAAs one is client MAA (Message Access Agent) and 
another is server MAA(Message Access Agent). 

SMTP is also known as PUSH protocol. POP3 is also known as POP protocol. 

SMTP transfers the mail from sender's computer to 
the mail box present on receiver's mail server. 

POP3 allows to retrieve and organize mails from mailbox on 
receiver mail server to receiver's computer. 

It is implied between sender mail server and 
receiver mail server. 

It is implied between receiver and receiver mail server. 
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Post Office Protocol (POP3) Internet Message Access Protocol (IMAP) 

POP is a simple protocol that only allows 
downloading messages from your Inbox to your 
local computer. 

IMAP (Internet Message Access Protocol) is much more advanced 
and allows the user to see all the folders on the mail server. 

The POP server listens on port 110, and the POP 
with SSL secure(POP3DS) server listens on port 995 

The IMAP server listens on port 143, and the IMAP with SSL 
secure(IMAPDS) server listens on port 993. 

In POP3 the mail can only be accessed from a single 
device at a Ɵme. Messages can be accessed across mulƟple devices 

To read the mail it has to be downloaded on the 
local system. 

The mail content can be read parƟally before downloading. 

The user can not organize mail in the mailbox of the 
mail server. 

On the mail server, the user can directly arrange the email. 

The user can not create, delete,e or rename email 
on the mail server. 

The user can create, delete,e or rename an email on the mail 
server. 

It is unidirecƟonal i.e. all the changes made on a 
device do not affect the content present on the 
server. 

It is Bi-direcƟonal i.e. all the changes made on the server or device 
are made on the other side too. 

It does not allow a user to sync emails. It allows a user to sync their emails. 
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Post Office Protocol (POP3) Internet Message Access Protocol (IMAP) 

It is fast. It is slower as compared to POP3.  

A user can not search the content of mail before 
downloading it to the local system. 

A user can search the content of mail for a specific string before 
downloading. 

It has two modes: delete mode and keep mode. 
 In delete mode, the mail is deleted from 

the mailbox aŌer retrieval. 
 In keep mode, the mail remains in the 

mailbox aŌer retrieval. 

MulƟple redundant copies of the message are kept at the mail 
server, in case of loss of message on a local server, the mail can 
sƟll be retrieved 

Changes in the mail can be done using local email 
soŌware. 

Changes made to the web interface or email soŌware stay in sync 
with the server. 

All the messages are downloaded at once. The Message header can be viewed before downloading. 

 

 

SMTP  HTTP  

SMTP is used for mail services. HTTP is mainly used for data and file transfer. 

It uses port 25. It uses port 80.  

It is primarily a push protocol. It is primarily a pull protocol. 

It imposes a 7-bit ASCII restricƟon on the content 
to be transferred. 

It does not impose a 7-bit ASCII restricƟon. Can transfer 
mulƟmedia, hyperlinks, etc. 
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SMTP  HTTP  

SMTP transfers emails via Mail Servers. 
HTTP transfers files between the Web server and the Web 
client.  

SMTP is a persistent type of TCP connecƟon. It can use both Persistent and Non-persistent. 

Uses base64 encoding for authenƟcaƟon. 
Uses different methods of authenƟcaƟon such as basic, digest, 
and OAuth. 

Does not support session management or 
cookies. Supports session management and cookies to maintain state. 

Has a smaller message size limit compared to 
HTTP. 

Has a larger message size limit compared to SMTP. 

Requires authenƟcaƟon for sending emails. Does not require authenƟcaƟon for browsing web pages. 

Supports both plain text and encrypted 
communicaƟon (SMTPS or STARTTLS). 

Supports both plain text and encrypted communicaƟon 
(HTTPS). 
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Feature FTP TFTP 

Purpose Transfer files between computers Transfer files between computers 

ConnecƟon 

Establishes a connecƟon between two 
computers, allowing for a more complex set 
of commands and opƟons 

Establishes a connecƟon between two computers, but 
with a more limited set of commands and opƟons 

AuthenƟcaƟon 
Uses username and password for 
authenƟcaƟon Does not support authenƟcaƟon 

Security Encrypts data transfer Does not encrypt data transfer 

Error handling Can recover from errors during transfer Does not have error recovery 

File transfer 
mode 

Supports both ASCII and binary transfer 
modes 

Only supports binary transfer mode 

Transfer 
opƟons 

Supports resuming interrupted transfers 
and seƫng transfer mode, transfer type, 
and other opƟons 

Does not support any transfer opƟons 

 
   
UNIT 5 
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Parameter 1G 
(Analog) 

2G (Digital) 3G (Mobile 
Broadband) 

4G (High-Speed 
IP) 

5G (Next-Gen Network) 

Launch Era 1980s Early 1990s Early 2000s Late 2000s 2020s 

Technology Analog GSM, CDMA UMTS, CDMA2000 LTE, WiMAX NR (New Radio), mmWave 

Data Speed ~2.4 kbps ~64–100 kbps ~2 Mbps 
100 Mbps–1 
Gbps 

Up to 10 Gbps 

Latency High Moderate ~100 ms ~30–50 ms ~1 ms 

Bandwidth Narrow Narrow Medium Wide Ultra-wide 

ModulaƟon FM GMSK QPSK OFDMA OFDMA, Massive MIMO 

Security None 
Basic (GSM 
encrypƟon) 

Improved (SSL, 
VPN) 

Strong (IPSec) Advanced (network slicing, encrypƟon) 

Voice Quality Poor Good BeƩer HD Voice Crystal-clear 

Mobility 
Support 

Basic Good Excellent Excellent Seamless handover 

Coverage Limited Wide Wider Global Dense urban + rural 

Power 
Efficiency 

Low Moderate Moderate High Very high 

Device Density Low Low Moderate High Massive (IoT scale) 

Use Cases Voice calls SMS, voice Web browsing, 
email 

Streaming, 
gaming 

AR/VR, IoT, automaƟon 
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SDN NFV 

SDN architecture mainly focuses on data 
centers. 

NFV is targeted at service providers or operators. 

SDN separates control plane and data 
forwarding plane by centralizing control 
and programmability of network. 

NFV helps service providers or operators to virtualize funcƟons like load 
balancing, rouƟng, and policy management by transferring network 
funcƟons from dedicated appliances to virtual servers. 

SDN uses OpenFlow as a 
communicaƟon protocol. 

There is no protocol determined yet for NFV. 

SDN supports Open Networking 
FoundaƟon. 

NFV is driven by ETSI NFV Working group. 

Various enterprise networking soŌware 
and hardware vendors are iniƟaƟve 
supporters of SDN. 

Telecom service providers or operators are prime iniƟaƟve supporters of 
NFV. 

Corporate IT act as a Business iniƟator 
for SDN. Service providers or operators act as a Business iniƟator for NFV. 

SDN applicaƟons run on industry-
standard servers or switches. 

NFV applicaƟons run on industry-standard servers. 

SDN reduces cost of network because 
now there is no need of expensive 
switches & routers. 

NFV increases scalability and agility as well as speed up Ɵme-to-market as it 
dynamically allot hardware a level of capacity to network funcƟons needed 
at a parƟcular Ɵme. 

ApplicaƟon of SDN: 
 Networking 

ApplicaƟon of NFV: 
 Routers, firewalls, gateways 
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SDN NFV 

 Cloud orchestraƟon  WAN accelerators 
 SLA assurance 
 Video Servers 
 Content Delivery Networks (CDN) 
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Feature Edge CompuƟng Edge Networking 

DefiniƟon 
Processing data near the source (e.g., IoT 
devices) ConnecƟng devices and systems at the network edge 

Primary 
FuncƟon 

Compute and store data locally Route and manage data traffic efficiently 

Focus Area Data processing and analyƟcs Data transmission and connecƟvity 

Key 
Components 

Edge servers, micro data centers, IoT 
processors 

Routers, switches, gateways, access points 

Latency Impact Reduces latency by avoiding cloud round-trips OpƟmizes latency through efficient rouƟng 

Use Cases Real-Ɵme analyƟcs, autonomous vehicles, 
smart factories 

CDN delivery, 5G networks, IoT device communicaƟon 

RelaƟon to 
Cloud 

Complements cloud by offloading tasks Connects edge devices to cloud or central systems 
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Feature Edge CompuƟng Edge Networking 

Security Role Ensures local data privacy and compliance Secures data in transit across edge devices 
 

 

 
Feature RTP (Real-Ɵme Transport Protocol)  RTSP (Real-Ɵme Streaming Protocol) 

Purpose 
Transports real-Ɵme audio and video 
data 

 
Controls the streaming session (play, pause, etc.) 

Protocol Layer Transport layer (typically over UDP)  ApplicaƟon layer (typically over TCP) 

FuncƟon Delivers media packets in real Ɵme  Manages and controls media delivery 
DirecƟon One-way (server to client)  Bi-direcƟonal (client ↔ server) 

Transport 
Protocol 

Usually UDP (someƟmes TCP) 
 
Usually TCP 

Session Control No session control  Provides session control (start, stop, seek) 

Used With OŌen used with RTSP or SIP  OŌen used alongside RTP for control 

Example Use Case Streaming live video/audio  Controlling playback of a video stream 
 
 


